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ABSTRACT:

Least significant bit technique is one of the popalr techniques In steganography,least significant bits o
cover are altered by the secret data bits. But chaying the LSB’s of pixels in smooth regions in theaver
image at lower embedding rate will forms the poor isual quality and asymmetry into the stegos ,henc
anyone can easily detect the secret data from covdnstead of using smoothregions, edg regions from the
cover are selected for data embedding purpose. Iruo proposed method, edgeregions are selected accordin
to size of secret message and differencetween the pixel pairs. Using such a new scheme wihiklps to
increase visual and statistical artifacts of stegabere by improving the goal of steganograph

Keywords: Content-based steganography; |east-significant- bit (LSB)-based steganography; steganalysis.
1. INTRODUCTION

Embedding secret data that is hiding cinto mediumis often referred to as steganography. Steganogregr be
applied electronically by taking binar file andsome sort of cover that is often a sound or imidge and
combining both to obtain a “stec-object”Steganography is the tech. for hidingta in digital media like
images,audio,video etsteganalysis is the tech. by which it will expdise presence thidden secret messages in
those stego media that is digital media. steganalytic algorithm find whether a given miis a cover or not with
a higher probability ,the steganographic systentdasidered broken.Steganography will be considenede
successful when chances of finding hidden secresage through given media very low. There are topgrties
undetectability and embeddiegpacity, shoul be carefully considered when designing a stegapbgralgorithm
If large amount of secret data is embedded a cover, then morehances of detecting the hidden message thr
stego.Undetectability means probability finding hidden data from a stego should be more in cast
steganography keeping the embedding rate . In this paper, we consider digiiahages as covers and investig
an adaptive and secure datding scheme in the spatial le-significantbit (LSB) domair

At the beginningheir objectives ha\ required the user forovide the original cover as well as the s-object.
The best regions thide are first identified itthat original cover, then theseeas are mapped across to the «
object and then the hidden dasaretrieved Though, to provide the original object is not safimce taking thi
differences between the two objects would be endogluspect thpresence othe hidden dat

1.1.LSB replacement,LSBM,LSBMR

By using pseudorandomumber generator LSB of pixels are changed by ¢loees bits.Beause of which asymme
will introduced and one can easily find the presen€ secret data by sonmethods lik chi -squared attack
regular/singular groups (R@halysissample pair analysisand the general framework for structural stegaisin
LSB matching (LSBMj)there is a small change as compare to thi LSB replacemer [1].It will just checks the
secret bit with that of LSB of theover image, then+1 «1lis randomly added to tterrespondin pixel value. In
such a casdhe probability of increasit or decreasing for each modified pixel value issame and < the obvious
asymmetry that isitroduced by LSB replaceme¢can be easily avoided. Therefore, the common appesausd to
detect LSB replacement are totally ineffective etiedtirg the LSBM In LSB replacement and in LSBM tech onl'
will consider pixel values but in case of LSBMR(LSBatching revisited) ,it will consider pair of pilzeas ar
embedding unit, in whicthe LSB of the first pixel carries one bit of searessage, and the relations of the two
pixel values carries another bit of secret mess@bes. tech helps to avoid LSB replacement stylerasgtry, an
hence it should make the detectifrsecret meage through covanore difficult than th LSBM approach.
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LSB replacement, LSBMLSBMR are the methodwshich consider pixel/pixel pair they are not deathv
difference between the pixel and its neighbors. Wias inedge adaptive schemes hiding secret bits are dbp
replacing the LSB of a cover according to the défee values between a pixel and its four touchigighbors
This tech. modifies the LSB of image pixels whedirig data, it can be easily deted by different steganalytic
algorithms, such as the RS analysis .Hic data through sharper edges of cover but still Hoeigtyissues are poor.

In LSB based algorithms selection is mainly deteediby a PRNG while it is not considering theationship
between the image content and the size of the tsemssageBecause of whichthese tech. can spread the se
information overthe entire stegwobject randomlyeven at low embedding rate. But according to amalgsd
extensive experiments,enfind that such embeddirmethods yieldpoor security or visual quality of the ste
images. For increasing security and visual dty we are usingdge adaptive scheme and ly it to the LSBMR-
based method[1].

2. STEGANOGRAPHIC ALGORITHMS

Different steganographic methods such as LSB b#sadareLSBM (LSB matching, LSBMR (LSB matching
revisited),some edge based mett adaptive edges with LSB (AESB) , and hiding behind corners (HBC) and
proposed method we are goingetxxamine. Fc LSB based methods process of hiding data is shatést they ar
using the PRNG(pseudo random number generator)Bghait is travelling through the cover it will Iset pixel
and will replaces the LSB of pixels .It will repks the lower order plas keeping the higher order plar
preserved. Sami@ case of LSBMR, in which according to PRNG it Iviilavel through he cover select the pixel
then will match LSB of pixel with seci bit which we are going to embedcordingly will add +1 o-1 to pixel
value. Incase of LSBMR it will again going to use PRNG byierhit will select pixel pair, first secret bit is added
to LSB of first pixel and next secret bit is added 8B of relationship etween the pixel

2.1.PSNR, wPSNR, Avg. rate of maodification

Table.1. Avg.PSNR, Avg.wPSNR,Avg.Rateof Modification over hiaiges

Embedding Stganographic algorithms Average Avg. Avg.
rates PSNR | wPSNR rate of
modificati
on

LSB base LSBM 59.2 60.3 0.04900
LSBMR 61.3 62.0 0.04750
10% Edge base AE-LSB 45.0 53.3 | 0.02340
HBC 60.0 65.0 0.04270
Proposed 62.3 70.0| 0.03290

LSB base LSBM 57.0 62.9 0.1295

LSBMR 65.2 77.0 0.1195

30% Edge base AE-LSB 51.2 532 | 0.0723
HBC 54.9 52.1 0.1213

proposed 58.2 63.3 0.1146

LSB base LSBM 55.1 64.0 0.1973

LSBMR 65.2 57.0 0.0195

50% Edge base AE-LSB 51.2 547 | 0.1542
HBC 53.9 59.2 0.1258

proposed 54..6 57.2 0.1983

Tablekhows average PSNR, average wPSNR, and the madificeate over 10 ego images with different

steganographic algorithms and embedding 1
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Fig.2. LSBM

Fig.3. LSBMR
In the LSB of pixels positioneth edge regions mostshows morgandom characteristic and they are statistically
alike o the distribution of the sec information bits .Hence, it is predictalleat fewer detectable artifacts &
visual artifacts would be left in the edge res after data hiding. Also, the edigéormation ic extremely dependent
on image content, Becausé which it will make detection of secret message hafde®posed method keeps the
smooth regions preserved and eml the secret bits into edge regions as darpossible .The HBC meth
possesses this property.

2.2.HBC method

However, the HBC method just modifies the L: while keeping the mostignificant bits unaffected; Hent it can
be regarded as an edge adaptive case of LSB rematean theLSB replacement style ammetry will also occur
in their stegos. Hide Seek usesrhitraryseed topick the order in which it will write to the pixe Hide Seek is
much safer than Blind Hiddut does ncnecessarily leave the image in a improseate. The noise introduced by
Hide Seek is arbitrarily locateahd often causes t resulting stegéomage to look speckleHide Seek and Blind
Hide is muchobvious to the humaeye in big blocks of colour — wheresiaigle modified pixel stands out amon
its consistent neighbors’. This jigesented t the Laplace formula. The Laplaé@mula calculate the difference
betweera pixel and its four touchinneighbors. The magnitude of tfemula increases with the colodifference
and this can be used to find osteganography by counting the number of pixels givar magnitude. Untouched
images are more likely to contairhuge number of pixels with zero magnitudesaus of which there is no cause
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for small arbitrary variations toccur ir huge blocks of coloun case of HBC will use th Battlesteg met.
BattleSteg meanBattleshipsSteganography and idone by playing amugmented gamef Battleships to find out
the best areas tude. In this methc, theh% of highest filter values is considered'stsips’. ‘Shots’ arearbitrarily
picked pixel positions on theover until ship is found there called as a hit.ekfahit is done , the series of shi
are observed around the shigsea. BattleSteg is expected to avoid pixels in larlgeks of colour than Hide Seek,
hence it possesses security.

3. PRPOSED METHOD

In our proposed scheme, it wilist initialize some parameterand hence does data preprocesand region
selection, and then it will finthe capacity othose selected regions. If these regionsadegjuat for hiding our
secret message, then we vadirform dat hiding on these selected regions. After titaloes some pt processing
to get the stego imag@r else we again need to continue the sprocessParameters th we are using for pre and
post processawnay be different for differe image content and secret messagedtireving the data that is sec
bits will get firstly theparameters fro the stego object. It then does some prepraogssd identifies the regiol
that have been used for daifding. Aftel that, it obtains the secret message.

3.1.Data Embedding

For embedding the secret data into cover we nedivide it into non overlapping blocks or pix We rotate the
block by some degree in the range of (0,90,180,By0)hich degree we are goingrotate it it is decided by some
key. Thatis we are doing the raster scanning of image. Afterthat some non overlapping embedding units
observed thadre the consecutive pixels such ; X;.1).Where we are going to embed our secret

In our proposed method we are using LSBmethod. Accordingo LSBMR, 2 secret bits can be inserted |
the consecutive pixels. Favhich suppose we are ing 2 consecutive pixels that ax x.;. Also selecting the
region fordata hiding purpose we need to set some threslatles
Suppose the thresholdTs

Also we need to set thefftirence between the pixel pair. Supy tis the difference between the pipair. And
let EU(t) be the set of pixel paivghose difference is greater than or equal to the't’.EWgh be calculated as bel
EUM={(% X1 ) [1X = Xer >ty (% X2 ) € V}
For calculating théhreshold value of T we are using the forn
T=arg max{2*| EU{) i M|
M| is the size of message tat is the secremessage. Heree are performing the data hiding process on
embedding unit of pixel paifhe embedding unit is selected secretkey randomly. For hiding the secret dat:
the selected embedding unit should be done acaptdifollowing case

LSB (¢ )=m; , & f (X Xu1 }=My
(% 4 Xie)= (% Xie1) 1

LSB ()=m | & f (X X1 )My
(% s Xis1)= (% 4 X2 #T) 2

LSB )M | & f(X -1,%1 )=M
(X » X'is1)= (6 - 1.%+1) 3)

LSB ()M | & f(X -1,%1 JFMi
(Xi ’ X i+l): (X| +1:X+1 ) (4)
Where mand m,; are the secret data bits which we are going to 'The functionf is calculated by
f(a,b)=LSB(a/2+b)
‘r'is a arbitrary value in {-1,+13nd(x , X :1) are the pixepairs which are modified after the data hiding pascis
done .
After this embedding process of secret data bésélsultincimage is divided into the ni overlapping blokes of

pixels. Thisimage is again rotated with some degrees. Hereevda@ng the same process that we have done L

embedding the secret data into the im
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When we are performing the data retrieving stefhase to follow the same step that we have donerbeata
hiding that is we have to again divide the image mon overlapping blocks of pixe Then again rotate the ima
by some random degrees according to the secretdfty. whichthe image is again rearranged by row ve We
will get the embeddingnits with non overlapping regiot

Using the secret key willave t« select the pixel pairs whose difference is equalrtgreater than that ot'.
Supposex; . andx,; are the twaconsecutive pa of pixels. Fromwhich we will retrieve the two message bits
m; and m,; as below
m=LSB(x) and m,=LSB(X /2 +X.1)

3.2 Data Extraction

The process of extracting the secret bits fromgikien stego image is opposite to that of the emimgdgrocess. i
the process of embedding we will select the paipixels, hide the messadpits to the LSB’s of two pixepairs.
And modifies the pixelalue. Wher in case of Data extraction will again select thgion where the secret data is
hidden and then will extract the two secret messits from the LSB’s of pixel pair.

4. ANALYSIS

Steganographic method selects edge region whaergdingto hide the secret data. T is the threshold faectizlg
the regions forhiding. Accordingl it will adjust the value of threshold T .The valoé threshold is adjuste
according to size of message are going to embed .Is suppose the size oftddiahidden is large then the val
of threshold shoulde small so that more and more edge region shoaldenavailable to hide the data into
cover. That is in our proposedethod th embedding capacity of cover get increases. Ehthé one of the be
property of proposethethod. Whe the value of T is so small we can release moreonsgio embed the dainto
cover.But whenever threshold value T is so small larg@am of regons areavailabl¢ that means we can embed
more data into cover but in that case we will bimgishesharperedges along with the smoother regions into
cover and then it will reduces overall visual gtyabf stegos. In another case if embedding 1s low that means
we want embed small amount of secret data intader then will choose only the sharper edge regtorhide the
secret data, then visual quality of our stego géftincreases. None can easily detect ttrsomething is hidden into
the cover image.

In Table | fothe average PSNR, it is observed that the LSI method performéinest becaus it employs the
1 embedding method. Its alteratimate is lesser than the others except for theL&AB-method. 'he value of PSNR
is not dependingn the location of the altered pixelshe average PSNR of our propostechnique will be
somewhat inferior tohat of LSBMR since some embedding urrequire to beemodified tc assure that the correct
data pulling outn the proposed methc

In case of averagegPSNR, the performances of the HBC our proposed methods are si and frequently
outperform the others. Theause is that the altel pixels using bothechniques all the tin locate at the sharper
edges within covers while itreserves tt smoother regions after data hiding, theightin¢ for the changes in
sharper regions is lesser thdmwse in smoother regions, which means the valtedP&NF should turn out to be
superiorthan those of stegos with tarbitrarily embedding techniques.

When we consider the averagedification rate, the AE-LSB scheme is alwalye lowest. Thecause is that
according to the hiding methad AE-LSB, the average payload capability for eatigle pixel is the largest amo
the schemes, which means thataller number cpixels, need to be alteradithe same embeddiicapability.

Finally, the object qualities including PSNR i wPSNR of our stegos ammost exceller amongst the five
Algorithms.

Our method changes the LSB’s of ttixel pairs,but the changes are done at the sharper edgel keep the
smoother regions as it is, hertbe visual artifacts are not disturbed and willreases the quality of steg In case
of LSBM and LSBMR it may disturbs the LSB’s of sntioer regions hence the visual artifacts get affec
asymmetry get introduce into the stegos and hetegaisography works poor The LSB’s which are altered fi
LSBM, LSBMR are more random that is smoother regionsale getaffected. Incase of HBC most the smooth
regions are preserved. For ABSB less smooth regions will be disturbed as its of modification rate is low as v

have mentioned in Table I.
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5. CONCLUSION

Image steganography has gotten more popular pnegecént years than otl kinds of steganography, possil
because of the flood of electronic image infornmatavailable with the advent of digital cameras aigh-speed
internet distribution.Adaptive LSB substitution method is used to hid&dsficiently and securely in @dmage. In
this project, various types of images are usecdasrdmage and all types of data such as viaudio; etc has been
stored and retrieved with good accur: Adaptive LSB technique prms more efficiently in botlsecurity and
accuracy aspecthan the traditional LSB techniq

In mostprevious steganographic schenselection of pixel pair is decided ltge PRNG,in that case it will
never consider the relationship between the sizem@egsage which we are going to embed .In that geay be
smooth regions are also get affected and it wilits in easily detection of secret message thralglstegc For
protecting the visuadrtifacts in cover images, we have proposed a nethod in which we ce firstly insert the
secret messagpeto the sharper edge regions adaptively accortdirggthreshold determined by the size of the st
message.
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